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F'A TECHNOLOGY COMMITTE

(English)
In March 2015, the Automated Trading Committee of the FIA Market Technology Division
published a “Guide to the Development and Operations of Automated Trading Systems” (ATS)

in the US. https://americas.fia.org/articles/fia-issues-guide-development-and-operation-

automated-trading-systems

In collaboration with FIA Global and based on its executive summary documents, the FIA
Japan Technology Committee is pleased to share an English / Japanese Executive Summary of
this comprehensive work.

The FIA Japan Technology Committee would like to thank the hereunder companies who have

supported the Japanese translation of the document.
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Process Tuk X
Takeaway: The Guide to the Development and Zir7: The Guide to the Development and

Operations of Automated Trading Systems (refered

hereafter as the “Guide”) is a collaborative effort

that is the product of a thoughtful, detailed, and time-

intensive process. It represents the culmination of

years of work by FIA on risk management and system

safeguards.

® FIA, FIAPTG, and FIA EPTA released a
Guide to the Development and Operation of
Automated Trading Systems in March of
2015.

® The Guide was developed over the course of

a year with input from a committee of the
FIA Market Technology Division,
representing a broad range of industry
participants, including exchanges, brokers,
and principal traders.

® The authors consulted work done by
regulators, standards bodies, and exchanges
to determine the scope of the guide, and to
develop a consensus description of current
practices.
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Takeaway: FIA and their affiliates are both industry
advocates and thought leaders. FIA’s goal is t0
present a comprehensive overview of the approaches
that should be considered when building, managing,
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and reviewing automated trading systems. Rather
than dictating a prescriptive approach, FIA
advocates for principles-based solutions that can be
tailored to fit the different needs of a variety of
market participants.

® The speed, efficiency, and ease of
automated trading has made it attractive to
the full spectrum of organizations that
interact with our markets, including
principal traders, banks, asset managers,
pension funds and commercial hedgers.

® The widespread adoption of automated
trading systems has provided a range of
benefits, but it also creates the need for
updated risk management practices.

® This paper is intended to make
recommendations regarding the
development and operation of automated
trading systems, including the controls that
can be used to manage risk at the automated
trader, broker or exchange level.

® Market participants can use the Guide as a
resource for developing, operating and
reviewing automated trading systems within
a comprehensive and detailed framework.

® Itis also hoped that it will be a resource for
regulators, who can use this Guide to better
understand current practices and implement
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approaches that are consistent across
jurisdictions and asset classes.

® FIA has highlighted the thought processes
and considerations required to develop
automated trading systems.

® The result is a guide designed to help each
firm to think about potential risks and smart
ways to manage those risks.
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Content summary

The Guide addresses a broad range of categories
relevant to automated trading systems and sets out
recommendations in the following areas:
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1. Pre-trade Controls

The Guide recommends implementation of specific
controls before the order reaches an exchange
matching engine, specifically:

(a) Maximum Order Size. This control would
prevent a trader from inadvertently entering
an order that is incorrect and large enough to
create risk or disruption. This control can be
implemented at the trading system level or at
the exchange itself and can be set by the
trading firm, the clearing firm, or the
exchange itself.

(b) Maximum Intraday Position. This control can
be a maximum net or gross number of

contracts or notional value accumulated
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during a trading day and is designed as a first
line of defense to prevent the accumulation of
too much risk exposure. This control can be
implemented at the trading system level or the
exchange level and is generally set by the
trading firm or the clearing firm.

Market Data Reasonability Check. This
control checks to see whether the price data
received is reasonable based on the previous
price data received. If it deviates by a certain
amount, an alert may be generated or an order
may be blocked. This control can be
implemented at the trading system or

exchange level.

Price Tolerance. This control is the maximum
amount an individual order’s limit price may
deviate from a reference price such as the
instrument’s current market price, and is
typically applied on orders generated from an
automated trading system before the order is
sent to the exchange. This control is set at the
trading system level.

Repeated Automated Execution Limit. This
control is the maximum number of times a
strategy or identical order is filled and then re-
enters the market without human intervention.
This control is set at the trading system or the
exchange level.

Exchange Dynamic Price Collar. This control,
also called price banding, is the maximum
amount a new trade price can deviate from a

d)
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reference price such as the instrument’s last THbIVET, MMsHIRZ X 2 1EL %
trade price, and is typically used by an i 52T, =27 =% LET,
exchange as part of their error trade policy.
Errors may be prevented by rejecting the | g) HUSIATIC L B MO —RHEIEHE : H5)
order in the case of a limit breach. Fras. & — BRI 1k 3 B ke
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(g9) Exchange Market Pauses. Exchanges may PMETFTLTWADZ ENPLNTHDN,
choose to pause trading when market —EME, THEEIETHZ EickD,
conditions indicate that price discovery may INIEDORRFF & 5 515 C, ks 78 R HE
be suboptimal and pausing the market for a DEENRIAEN L GEITREI S E
finite duration would allow for the re- 7,
establishment of the price discovery process
in a fair and orderly manner. hy HBIFFOEXLTa 7 F A %Hu IZRD 5
NI DBEIXHIGIFTIZE N L &
2, EXET vy 735, TES 2%
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(h) Exchange Message Programs. This control AL, Ay NIy TF Ty
blocks orders or sends alerts after a pre- VOMEEE ) R OMERE, ~ v F 7TV
determined number of messages is sent to the Y XL, FETFRICTREME R &5 mtnE
exchange. Messaging programs for each fdR E ORI S W TED HNLE T,
instrument are based on many factors ZIE, FTHESC. BUEESC, FTIERE
including the capacity and performance of its 3(&0\1’*’] EMEN A B HET,
network and matching engine, the matching
algorithm, and the unique characteristics of
the financial instrument, particularly as it | i) FEX A2 v fL: BXEOBIEIZE Y #
relates to liquidity. Messages can include W OTIEE S, BIEE 7213 E S
orders, cancellations, modifications, and NHZ E#EST-DORETT, &£ ML
notifications of execution. — X —INRB AT DL TERGE L
BEHLET,
(i) Message Throttles. Message throttles are
controls designed to prevent excessive | j) HKIERSIERERE : [Fl— OGS INE O
messaging which could disrupt, slow down, EXRENPERETRE LWL S ITT
or impede normal market activity. These LHIERETY, WSIFTiEsmE £h£ho
controls are set at the trading system level and =—XZE I Lo, BHEo B CKEN L
set by the trader. MEREA UL T D Z Lk b ET,
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(n)

Self Match Prevention. Self-match prevention
is functionality designed to prevent a market
participant from inadvertently trading with
itself. Exchanges should offer participants a
selection of self-match tools to allow market
participants to tailor self-match prevention to
their individual needs.

Kill Switch. A Kill switch is a control that
when activated immediately disables all
trading activity for a particular participant or
group of participants, typically preventing the
ability to enter new orders and cancelling all
working orders. The control may be set at the
trading system or exchange level.

Cancel-On-Disconnect. This is a service
provided by exchanges that monitors for a
loss of connectivity between a participant’s
trading session and the exchange’s trading
platform. If a loss of connection is detected,
this control initiates a best-effort attempt to
cancel all resting orders for the disconnected
session.

(m) Exchange-Provided Order Management Tool.

This is an exchange-provided mechanism for
viewing and canceling orders that is
independent from the trading system.

Identification of Automated Trading
Operators. This is an indicator that is passed
with an order to the exchange to indicate that
the order is being generated by an automated
trading system. This indicator can facilitate
exchange and regulatory monitoring of

automated trading.
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2. Post-trade Controls

Because complex pre-trade controls can significantly
impact trading, a combination of post-trade controls,
monitoring and data collection should be used in
conjunction with pre-trade controls to watch for
potential credit events or unintended trading. The
Guide covers the following:

(a) Drop Copy Reconciliation. Drop copy feeds
are execution feeds generated by the
exchange in real-time and independent from
those connected to the trading system. They
may contain additional information to aid a
participant’s risk management, such as order
state changes, modifications, rejections and
cancellations, and they are generated at the
point of execution, rather than when the trade
has been cleared.

Post-Trade Credit Controls. Brokers that
carry trades for an automated trader should

(b)

establish post-trade credit limits that are
appropriate for the market participant’s
capital base, clearing arrangements, trading
style, experience, and risk tolerance. These
controls take in trade feeds and monitor
their
utilization of margin on positions carried by

customer credit limits includes
the broker, executed through the broker, those
“given in” from other executing brokers, as
well as the collateral posted in customers’

accounts at the broker clearing the trade.

(©)

Exchange Error Trade Policies. Error trade
policies at exchanges should be transparent,
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deterministic, robust and clearly documented
so that all participants understand the

consequences of an error.

(d) Audit Trail. Automated traders that use, or
brokers that permit customers to use,
automated trading systems should have in
place a system to save order-related audit trail
data for the time period specified in exchange
and/ or governmental rules and regulations.

bOTHDHE EBIT, WMEIITELSH
DMENDH Y £,
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(d)

3. Co-Location

Co-location is the offering by an exchange or
marketplace of data center space and network
connectivity to its execution facilities. This is in
contrast to proximity hosting which is when an end
user finds third-party space that is located as close as
possible to the execution facility’s matching engine.
Exchange-offered co-location can ensure equal and
fair access to the exchange.
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4. Disaster Recovery/Business Continuity.

Market participants should have crisis management
procedures in place for managing automated trading
software and operational failures. These procedures
should be designed to be proportional to the business
of the participant and should not be the same for
every participant.
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5. System Development.

In designing and creating an automated trading
system, the developer should adopt appropriate
methodologies for the creation of the software, testing
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of the software, and change management of the

software. The methodology should cover the
following:
(a) Software  Development. A  software

development methodology should include

requirement gathering, design of a test

environment, source code management,
source code implementation, risk control
implementation, and source code review.

(b) Testing. A testing methodology should

include unit testing, functional testing, non-

functional

testing, exchange-based

conformance testing, and acceptance testing.

(©

Change Management. A change management

methodology should include initiation,

validation,  authorization, identification,
scheduling, communication, deployment,
trading precautions, post-deployment

verification, completion, and  system

configuration.
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6. Security

The software and hardware environments used to
engage in automated trading may be located in remote
locations such as data centers and offices. In addition,
the automated trading systems may be connected by
proprietary networks and may otherwise be isolated
from broader internet access. However, there are still
a number of controls and practices suggested for
security of automated trading systems no matter how
isolated a platform is from the public realm. Security
should include the following:
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(d)

Security Policy. Each firm engaged in
automated trading should have a security
policy covering restrictions on access,
controls required to prevent data breaches,
delineation of who is responsible for security
for each aspect of the environment, what sort
of monitoring and logging is required, and
what requirements should be made of vendors

that provide components of the environment.

User Screening and Education. Firms should
verify that only appropriate users have access
to their and

trading development

environments.

Cybersecurity. Networks that facilitate the
ability to communicate automated trading-
related actions to a marketplace should
receive the highest level of control and
security. Access to these environments should
be limited to users and administrative staff
that have been educated on proper use.

Control and Monitoring of Use and Access. a
formal system for controlling and monitoring
access should be put in place. Firms should
consider physical security at their place(s) of
business, co-location and/or proximity sites
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and be aware of the risk of access to their
business infrastructure by unauthorized
personnel.
HHET,
€)
(e) Vendor Management. A written service level

agreement should be put in place with each
vendor of mission critical software, network
infrastructure, and hardware covering
security, confidentiality, warranty against
breach, continuity practices, and attestation of

screening practices.
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7. Trading System Operations

It is important for automated traders, exchanges, and
brokers to provide continuous monitoring of their
automated trading systems. They should develop a set
of practices for responding to trading disruptions and
for mitigating financial losses as well as impact to the
marketplace. Plans should be put in place to notify
affected parties in the event of disruptions where
necessary. Such monitoring and practices should be
proportional to the size and the complexity of the
automated trader or broker as well as the volatility and
complexity of the marketplace being accessed.
Operational procedures should include system failure
detection and recovery, emergency notification, and
risk management.
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8. Documentation

Market participants may choose to document the
procedures outlined above depending on the
complexity of their business and the requirements of
the regulators. Some aspects of automated trading

8. FR¥xz=aAXrIr—iarv
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systems and support to consider for documentation
may include but not be limited to:

(a) Regulatory Requirements

(b) System Requirements

(c) Trading Systems Access Authorization

(d) Support and Operational Procedures

(e) Change Management
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